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1. OBJETIVOS DO DOCUMENTO E ÁREA DE APLICAÇÃO 

Este documento define os requisitos técnicos para aquisição de Concentrador Local Gateway para aplicação 
em subestações. 

Este documento é aplicável a ENEL Grids Brasil. 

O presente documento aplica-se ao Grupo Enel no que diz respeito à sua atuação no Brasil, de acordo com 
as leis, regulamentos, acordos coletivos e normas de governança aplicáveis, incluindo a Lei Geral de Proteção 
de Dados, que em qualquer situação, prevalecem sobre as disposições contidas neste documento.  
A Lei Geral de Proteção de Dados, Lei nº 13.709/2018 (LGPD) e GDPR (Regulamento U.E. 2016/679 do 
Parlamento Europeu e do Conselho, de 27 de abril de 2016), regulamentam o tratamento de dados pessoais. 
A LGPD define que tratamento é toda operação realizada com dados pessoais, como as que se referem a 
coleta, produção, recepção, classificação, utilização, acesso, reprodução, transmissão, distribuição, 
processamento, arquivamento, armazenamento, eliminação, avaliação ou controle da informação, 
modificação, comunicação, transferência, difusão ou extração, bem como que Dados Pessoais são todas as 
informações relacionadas a uma pessoa natural (pessoa física), que possa torná-la identificada ou 
identificável (tais como: nome, CPF, endereço, nome de familiares, perfil de consumo, geolocalização, número 
de Unidade Consumidora, etc., os quais de forma isolada ou associada com dois ou mais, possam identificar 
direta ou indiretamente um titular de dados pessoais). 

Os Tratamentos de Dados Pessoais realizados durante as atividades descritas neste documento deverão 
estar devidamente mapeados no sistema de registro de tratamento de dados pessoais do Grupo Enel e 
deverão ocorrer em consonância com as regras de Proteção De Dados Pessoais, GDS e Segurança da 
Informação do Grupo Enel, estabelecidas nas respectivas Políticas e Procedimentos internos. 

2. GESTÃO DA VERSÃO DO DOCUMENTO 

Versão Data Descrição das mudanças 

0 05/12/2022 
Emissão da especificação técnica. Despadronização da especificação MAT 
NTBR-SGD-22-0027-EDBR, MAT-NTBR-SGD-21-0011-EDSP e MAT-NTBR 
SGD-20-0002-EDRJ. 

1 16/09/2026 

Itens excluídos: 
 7.6.1 – Prazos e penalidades 
 7.6.2 – SLA e penalidades 

Itens revisados: 
 Tabela 1; 
 7.1.1 Requisitos gerais 
 7.1.2 Especificação de Hardware 
 7.1.7 Considerações de segurança cibernética 
 7.3 Ensaios 

Inclusão do item: 
 8. 2 Template de requisitos de Segurança cibernética 

Revisão geral do documento 
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3. UNIDADES RESPONSÁVEIS PELO DOCUMENTO 

Responsável pela elaboração do documento: 

 Engineering Sup & Global St. Adoption 

Responsável pela autorização do documento: 

 Engineering Sup & Global St. Adoption 

4. REFERÊNCIAS 

 Código de Ética Enel; 

 Política de Direitos Humanos Enel; 

 Programa Global de Compliance Enel; 

 Plano de Tolerância Zero com a Corrupção Enel; 

 ISO 9001 - Sistema de Gestão da Qualidade; 

 ISO 14001 - Sistema de Gestão Ambiental; 

 ISO 37001 - Sistema de Gestão Antissuborno; 

 ISO 45001 - Sistema de Gestão de Segurança e Saúde Ocupacional; 

 ISO 50001- Sistema de Gestão de Energia; 

 ISO 55001 – Sistema de Gestão de Ativos; 

 Política do Sistema de Gestão Integrado; 

 Manual do Sistema de Gestão Integrado nº 25 – Enel Distribuição; 

 Policy nº 1042 – Gerenciamento de Incidentes de Segurança de Dados Pessoais; 

 Procedimento Organizacional nº 1626 – Aplicação da Lei Geral de Proteção de Dados Pessoais no 
âmbito das Empresas do Grupo Enel. 

 IEC 61850-3, Communication networks and systems for power utility automation - Part 3: General 
requirements; 

 IEC 61850-8-1, Communication networks and systems for power utility automation - Part 8-1: Specific 
communication service mapping (SCSM) - Mappings to MMS (ISO 9506-1 and ISO 9506-2) and to 
ISO/IEC 8802-3;  

 IEC 60870-5-101, Telecontrol equipment and systems - Part 5-101: Transmission protocols - 
Companion standard for basic telecontrol tasks;  

 IEC 60870-5-103, Telecontrol equipment and systems - Part 5-103: Transmission protocols - 
Companion standard for the informative interface of protection equipment;  

 IEC 60870-5-104, Telecontrol equipment and systems - Part 5-104: Transmission protocols - Network 
access for IEC 60870-5-101 using standard transport profiles. 
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Notas:  

1) O fornecedor deve disponibilizar, para o inspetor da Enel, no local da inspeção, todas as Normas 
acima mencionadas, em suas últimas revisões.  

2) Deverá ser usado o Sistema Internacional de Unidades (Sistema Métrico) para todo e qualquer 
fornecimento a ser realizado. 

5. POSIÇÃO DO PROCESSO COM RELAÇÃO À ESTRUTURA ORGANIZACIONAL 

Value Chain: Gestão da Rede 

Macro Process: Gestão de Materiais 

Process: Padronização de Componentes de Rede 

6. SIGLAS E PALAVRAS-CHAVE 

Siglas e Palavras-Chave Descrição 

ABNT/NBR Associação Brasileira de Normas Técnicas/Normas Brasileiras 

CA Corrente Alternada 

CC Corrente Continua 

Dado Pessoal 

Dado Pessoal é qualquer informação relacionada a pessoa natural 
identificada ou identificável, tais como nome, número de identificação, 
dados de localização, um identificador online ou a um ou mais dos 
elementos característicos de sua identidade física, fisiológica, 
genética, mental, econômica, cultural ou social (veja também 
Categorias especiais de dados pessoais).  

Dados Pessoais Sensíveis (incluindo 
biométricos e referentes à Saúde) 

No contexto de proteção de dados, merece especial atenção a 
categoria de dado pessoal sobre origem racial ou étnica, convicção 
religiosa, opinião política, filiação a sindicato ou a organização de 
caráter religioso, filosófico ou político, dado referente à saúde ou à vida 
sexual, dado genético ou biométrico, quando vinculado a uma pessoa 
natural. Esses dados são definidos pela LGPD como Dados Pessoais 
Sensíveis.  

 Dados genéticos: dados pessoais relativos às características 
genéticas, hereditárias ou adquiridas de uma pessoa física que 
fornecem informações unívocas sobre a fisiologia ou sobre a 
saúde de tal pessoa física, e que resultam designadamente da 
análise de uma amostra biológica da pessoa física em questão;   

 Dados biométricos: dados pessoais resultantes de um 
tratamento técnico específico relativo às características 
físicas, fisiológicas ou comportamentais de uma pessoa 
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Siglas e Palavras-Chave Descrição 

física que permitam ou confirmem a identificação única 
dessa pessoa, tais como foto, vídeo, imagens da face ou 
dados de impressão digital;    

 Dados relativos à saúde: dados pessoais relacionados com a 
saúde física ou mental de uma pessoa física, incluindo a 
prestação de serviços de saúde, que revelem informações 
sobre o seu estado de saúde. 

DNP Protocolo de Rede Distribuída 

Fornecedor 
Um indivíduo ou empresa, entidade pública ou grupo de tais 
pessoas e/ou entidades que fornecem serviços. 

General Data Protection Regulation 
or GDPR 

Regulamento (UE) 2016/679 do Parlamento Europeu e do Conselho, 
de 27 de abril de 2016, relativo à proteção das pessoas naturais, no 
que diz respeito ao tratamento de dados pessoais e à livre circulação 
desses dados; e que revoga a Diretiva 95/46 / CE. 

ICCP Inter-Control Center Communications Protocol 

IEC International Electrotechnical Commission 

IED Intelligent Electronic Device 

IHM 

Interface homem-máquina - A Interface Homem-Máquina (IHM) é a 
interface entre o processo e os operadores – essencialmente, o painel 
de controle do operador. Esta é a principal ferramenta pela qual os 
operadores e supervisores de linha coordenam e controlam os 
processos industriais e de fabricação das plantas 

ISD Alstom Inter Site Data 

Lei Geral de Proteção de Dados ou 
LGPD. 

Lei Brasileira nº 13.709/18 promulgada em 14 de agosto de 2018, 
posteriormente alterada pela Lei 13.853/19, que dispõe sobre o 
tratamento de dados pessoais, inclusive nos meios digitais, por pessoa 
natural ou por pessoa jurídica de direito público ou privado, com o 
objetivo de proteger os direitos fundamentais de liberdade e de 
privacidade e o livre desenvolvimento da personalidade da pessoa 
natural. 

MMS Manufacturing Message Specification 

Modbus Protocolo de comunicação 

NTP Network Time Protocol 

Procome Protocolo de comunicação 

PROPONENTE 
Designa empresa, sociedade ou companhia participante do 
processo de consulta de preços para o fornecimento dos 
equipamentos indicados nesta especificação 
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PTP IEEE 1588 Precision Time Protocol 

SCADA 

Controle de Supervisão e Aquisição de Dados - Uma arquitetura de 
sistema de controle que usa computadores, comunicações de dados 
em rede e interfaces gráficas de usuário para gerenciamento de 
supervisão de processos de alto nível, mas que usa outros dispositivos 
periféricos como PLC e controladores PID discretos para fazer 
interface com a planta de processo 

SNTP Simple Network Time Protoco 

SPCS Sistema de Proteção, Controle e Supervisão 

Spectrum Sistema SCADA da Siemens 

Titular dos Dados Pessoais 
Pessoa natural a quem se referem os dados pessoais que são objeto 
de tratamento. Ele / ela entendido como uma pessoa natural 
identificada ou identificável. 

Tratamento 

Toda operação realizada com dados pessoais, como as que se referem 
a coleta, produção, recepção, classificação, utilização, acesso, 
reprodução, transmissão, distribuição, processamento, arquivamento, 
armazenamento, eliminação, avaliação ou controle da informação, 
modificação, comunicação, transferência, difusão ou extração. 

UTR Unidade Terminal Remota 

7. MATERIAL 

O concentrador deve possuir suporte nativo para integração com SCADA da Central de Operações: 

Tabela 1 - Códigos 

Distribuidora Software Fonte de Alimentação Protocolo Código 

Enel Ceará Spectrum 
100-240 Vcc/ Vca  

(alimentação dupla) 
IEC-60870-5-104 510348 

Enel Rio Siemens Spectrum Power V3.10 
100-240 Vcc/ Vca  

(alimentação dupla) 
IEC-104 510347 

Enel São Paulo Alstom eTerra 
125 Vcc/ 220 Vca  

(alimentação dupla) 
ISD 510346 

Enel São Paulo Alstom eTerra 
48 Vcc/ 220 Vca  

(alimentação dupla) 
ISD 510345 
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7.1 Características Construtivas 

7.1.1. Requisitos gerais 

Ressaltamos que o Concentrador Local irá se comunicar com os IEDs no protocolo DNP3 e deve também 
possibilitar a comunicação com outros equipamentos nos protocolos listados abaixo: 

 DNP3.0; 

 IEC 60870-5-101; 

 IEC 60870-5-103; 

 IEC 60870-5-104; 

 Modbus; 

 IEC 61850-8-1 MMS; 

 ICCP; 

 Procome. 

O sistema quando configurado na função de gateway irá reportar para 2 (dois) mestres através do protocolo 
IEC 60870-5-104 ou ISD. 

O dispositivo deverá possuir capacidade para executar as funções de Gateway e SCADA de forma simultânea 
ou individual, permitindo a operação conjunta ou independente dessas funcionalidades, conforme a 
arquitetura e os requisitos do sistema. 

7.1.2. Especificação de Hardware 

A configuração mínima de hardware esperando para o Concentrador Local é constituída por um computador 
industrial com as seguintes características: 

Tabela 2 - Especificação de hardware 

Características EDCE EDRJ EDSP EDSP 
Códigos 510348 510347 510346 510345 

Dimensões 

Altura máxima de 
4U e ser 

compatível com 
rack 19”  

Altura máxima de 
4U e ser 

compatível com 
rack de 19” 

Altura máxima de 
4U e ser 

compatível com 
rack de 19” 

Altura máxima de 
4U e ser 

compatível com 
rack de 19” 

Processador 
Intel i7 64 bits ou 

superior 
Intel i7 64 bits ou 

superior 

Intel Xeon Quad 
Core 2.8 GHz ou 

superior 

Intel Xeon Quad 
Core 2.8 GHz ou 

superior 

Memória RAM 
16 GB DDR4 ou 

DDR5 ou 
superior 

16 GB DDR4 ou 
DDR5 ou 
superior 

16 GB DDR4 ou 
DDR5 ECC 

16 GB DDR4 ou 
DDR5 

Armazenamento SSD 500 GB SSD 500 GB 

2 SSD x 32G 
Industrial Grade 

SLC removível no 
mínimo 

2 SSD x 32G 
Industrial Grade 

SLC removível no 
mínimo 
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Características EDCE EDRJ EDSP EDSP 

Placa de vídeo DUAL  DUAL 
DUAL com 
resolução 

1920x1200 

DUAL com 
resolução 

1920x1200 
Interfaces de rede 
Ethernet 10/100/1000 
Base T 

2 2 2 2 

Interfaces seriais DB9 
EIA 232 

2 2 2 2 

Interface USB 3.1 4 4 4 4 
Sensor de falha de 
sistema 

Sim Sim Sim Sim 

Partes móveis Não Não Não Não 
Ventilação forçada Não Não Não Não 
Temperatura de 
operação 

-40°C até +85ºC -40°C até +85ºC -40°C até +85ºC -40°C até +85ºC 

Tensão de trabalho 
100-240 Vcc/Vca 

(alimentação 
dupla) 

100-240 Vcc/Vca 
(alimentação 

dupla) 

125 Vcc / 220Vca 
(alimentação 

dupla) 

48 Vcc / 220 Vca 
(alimentação 

dupla) 
Desenvolvido para 
operar em ambientes 
agressivos à vibração e 
a surtos elétricos 

Sim Sim Sim Sim 

Atender a norma IEC 
61850-3 

Sim Sim Sim Sim 

NOTA 1: Caso a interface da placa de vídeo seja HDMI ou DVI deverá ser fornecido conversor VGA. 

NOTA 2: A tensão de trabalho com permanência operacional de operacional com variação de +/- 20%. 

7.1.3. Arquitetura da unidade central 

O hardware do concentrador local fornecido deverá ser capaz de sofrer ampliação e/ou substituição por outra 
que permita o atendimento as exigências de aumento de processamento sem a necessidade de qualquer 
alteração dos aplicativos fornecidos. Nesta perspectiva, o software deverá ser inteiramente compatível, não 
necessitando de reinvestimento em adaptações. 

O projeto do concentrador local gateway/SCADA deverá atender aos seguintes critérios fundamentais: 

 Minimização do tempo de resposta do sistema; 

 Maximização da disponibilidade do sistema; 

 Facilidade de manutenção do sistema; 

 Flexibilidade de exploração e evolução. 

7.1.4. Funções do Gateway/SCADA no nível 2 

Pretende-se que o gateway/SCADA cumpra as funções de comandar, controlar e supervisionar todos os 
componentes da subestação, além de fornecer um tratamento da informação de uma forma estruturada tanto 
na subestação como a nível remoto. Assim sendo deve permitir: 
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 Importação de telas do Elipse E3 Studio; 

 Visualizar o diagrama unifilar da Subestação, contendo o estado atual de todos os equipamentos 
(indicados nas bases de dados do sistema); 

 Visualizar o valor de todas as medidas disponíveis (indicadas nas bases de dados do sistema); 

 Efetuar comandos sobre os equipamentos da Subestação que o permitam (indicados nas bases de 
dados do sistema); 

 Registrar no relatório diário de eventos da subestação, com cronologia correta, todas as ocorrências 
verificadas na mesma; 

 Efetuar tratamento de parâmetros tais como: 

o Ajustes e visualização dos parâmetros dos automatismos; 

o Ajustes e visualização dos parâmetros das proteções; 

o Ajustes e visualização dos parâmetros de comunicação; 

 Visualizar os estados de auto supervisão; 

 Visualizar as listas de acontecimentos das perturbações; 

 Avaliar as perturbações (oscilogramas); 

 Integração com o Windows Active Directory. 

7.1.5. Processamento de Cálculos e Lógica 

 Elétrico e possibilidade de elaboração de cálculos customizados pelo usuário; 

 As lógicas desenvolvidas nos módulos adicionais devem permitir a implantação dos seguintes 
esquemas de automação: 

o Recomposição automática com transferência de carga em caso de perda de transformador e/ou 
linha de transmissão; 

o Isolamento automático pós falta (Abertura de seccionadoras motorizadas); 

o Permitir desenvolver interfaces para configuração, supervisão e controle do automatismo; 

o Recomposição por prioridades de carga; 

o Controle horário de banco de capacitores; 

o Esquema de alívio de carga (ECE); 

o Controle do religamento dos alimentadores e/ou linha de transmissão da subestação; 

o Responsável pela janela deslizante de tempo do sistema de Múltiplas Partidas (Proteção contra 
cabos partidos). 
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7.1.6. Sistema Operacional 

O Concentrador deve possuir como sistema operacional Windows Server instalado em sua última versão. 
Deve ser previsto a possibilidade de Downgrade da licença caso necessário. 

7.1.7. Considerações de segurança cibernética  

Do ponto de vista da segurança cibernética, o dispositivo deve garantir a conformidade com todos os 
requisitos legais de segurança aplicáveis no Brasil, conforme descrito no item 8.2, o qual deve ser preenchido 
pelo fornecedor e entregue a Enel para avaliação. 

Define-se IEDs de proteção e controle para subestações o conjunto de hardware e software fornecido. 

Verificadas possíveis falhas físicas ou sistêmicas que comprometam a segurança da informação durante o 
processo de fornecimento e período de implantação, de acordo com as políticas de segurança da informação 
do grupo ENEL, o processo será interrompido imediatamente e um comitê para análise da ocorrência será 
aberta pelo departamento de cyber segurança do grupo ENEL. 

7.2 Identificação 

7.2.1. Na embalagem 

a) Nome ou marca do fabricante; 

b) Identificação completa do conteúdo (tipo e quantidade); 

c) Massa bruta; 

d) Número de peças; 

e) Número da nota Fiscal ou ordem de compra; 

f) Nome Enel. 

7.3 Ensaios 

Todos os ensaios devem ser realizados por laboratórios acreditados ao INMETRO e, no caso de ausência de 
laboratórios acreditados, o laboratório deverá possuir padrão rastreável. 

NOTA: O material deve ter implementado todos os requisitos técnicos que foram determinados durante o 
processo de homologação (TCA). Caso o material sofra alteração, o fornecedor deve informar a Enel para 
avaliação prévia do impacto na rede de distribuição. Dependendo da alteração, o fornecedor deverá realizar 
novos testes para que a modificação do material não comprometa os requisitos mínimos exigidos nesta 
especificação técnica. Conforme previsto na GSCG002, qualquer alteração de tecnologia, o fornecedor 
deverá realizar novo processo de TCA junto a Enel. 

7.3.1. Ensaios de Tipo 

a) Inspeção visual e dimensional; 

b) Dispositivo pronto para ensaios, conforme ABNT NBR IEC 61850-10; 
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c) Declaração de conformidade da implementação do protocolo (PICS). Um PICS-padrão, também 
conhecido como PICS proforma, deve ser fornecido conforme IEC 61850-7-2, Anexo A; 

d) Declaração de informação extra da implementação do protocolo para ensaio (PIXIT), conforme ABNT 
NBR IEC 61850-10; 

e) Inspeção da documentação e controle de versão do dispositivo, conforme IEC 61850-4; 

f) Ensaio de arquivo de configuração do dispositivo de acordo com a sintaxe padronizada (esquema), 
conforme IEC 61850-6; 

g) Ensaio de arquivo de configuração do dispositivo de acordo com o modelo de objeto relativo ao 
dispositivo, conforme IEC 61850-7-4 e IEC 61850-7-3; 

h) Ensaio da implementação da pilha de comunicação de acordo com o SCSM aplicável, conforme IEC 
61850-8-1, IEC 61850-9-1 e IEC 61850-9-2; 

i) Ensaios dos serviços ACSI implementados de acordo com a definição de ACSI, conforme IEC 61850-7-
2; 

j) Ensaio das extensões específicas do dispositivo de acordo com as regras determinadas pela série IEC 
61850 em geral. 

7.3.2. Ensaios de Recebimento 

Os ensaios de recebimento são os ensaios citados na alínea a) do item 7.3.1 deste documento. 

7.4 Amostragem 

a) Inspeção visual e dimensional – (NQA 1,5% - Nível de inspeção I). 

7.5 Transporte, Embalagem e Acondicionamento 

a) Prever embalagem que contribua com economia circular e meio ambiente, ou seja: 

 Uso de embalagem reutilizável; 

 Embalagem feita com matéria-prima reciclada. 

b) Deve ser acondicionado em embalagem individual, adequada ao transporte por via marítima, terrestre 
ou aérea e que protejam o equipamento contra impactos acidentais durante as operações de carga e 
descarga. 

7.6 Fornecimento 

Para fornecimento à ENEL Grids Brasil deve-se ter protótipo previamente homologado. 

7.7 Garantia 

O FORNECEDOR deve garantir a eficiência de operação sob as condições especificadas por um período de 
116 (cento e dezesseis) meses a partir da data da colocação em serviço ou 120 (cento e vinte) meses a partir 
da data de entrega do dispositivo no almoxarifado da Enel, comprovada pela data da nota de entrega, 
prevalecendo o que ocorrer primeiro. 
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Em caso de devolução dos reles para reparo ou substituição, dentro do período de garantia, todos os custos 
de retirada, transporte e instalação dos sincronizadores serão de responsabilidade exclusiva do fornecedor 
sem ônus para a Enel. Se o motivo da devolução for mau funcionamento devido à deficiência de projeto, os 
custos serão de responsabilidade do fornecedor independentemente de o prazo de garantia estar ou não 
vencido. 

A CONTRATADA deverá garantir a qualidade dos materiais utilizados, respondendo por quaisquer defeitos 
ou má qualidade dos mesmos. 

No caso de qualquer defeito em partes reparadas, um novo período de garantia dever entrar em vigência a 
partir da reenergização do dispositivo, período este que dever ser de 116 (cento e dezesseis) meses. 

8. ANEXOS 

8.1 Características Técnicas Garantidas – CTG 

8.2 Template de requisitos de Segurança cibernética 



XXXXXXX

		CÓDIGO DE MATERIAL		O material atende completamente a especificação técnica?		Distribuidora		Software SCADA		Protocolo de comunicação com SCADA central		Tensão de trabalho / Fonte de alimentação		Processador		Memória RAM		Armazenamento		Placa de vídeo		Dimensões (altura máx. e compatibilidade)		Interfaces de rede Ethernet 10/100/1000 Base T (mín.)		Interfaces seriais DB9 EIA 232 (mín.)		Interface USB 3.1 (mín.)		Sensor de falha de sistema		Partes móveis		Ventilação forçada		Temperatura de operação (°C)		Desenvolvido para operar em ambientes agressivos à vibração e a surtos elétricos		Atende à norma IEC 61850-3		NOTA – Placa de vídeo		NOTA – Tensão de trabalho		Protocolo de comunicação com IEDs (principal)		Outros protocolos suportados		Número de mestres suportados (modo gateway)		Operação simultânea das funções Gateway e SCADA		Importação de telas do Elipse E3 Studio		Visualização do diagrama unifilar da subestação (estado atual dos equipamentos)		Visualização de todas as medidas disponíveis		Execução de comandos sobre equipamentos da subestação		Registro de eventos com cronologia correta no relatório diário		Tratamento de parâmetros (automatismos, proteções e comunicação)		Visualização dos estados de auto supervisão		Visualização das listas de acontecimentos das perturbações		Avaliação de perturbações (oscilogramas)		Integração com Windows Active Directory		Cálculos customizados pelo usuário		Recomposição automática com transferência de carga (perda de transformador/linha)		Isolamento automático pós-falta (abertura de seccionadoras motorizadas)		Interfaces para configuração, supervisão e controle do automatismo		Recomposição por prioridades de carga		Controle horário de banco de capacitores		Esquema de alívio de carga (ECE)		Controle do religamento dos alimentadores e/ou linha de transmissão		Janela deslizante de tempo – Múltiplas Partidas (proteção contra cabos partidos)		Sistema operacional		Possibilidade de downgrade de licença		Conformidade com requisitos legais de segurança aplicáveis no Brasil		Template de requisitos de segurança cibernética (Anexo 8.2)		Ação em caso de falha sistêmica que comprometa a segurança da informação		Informações obrigatórias na embalagem		Transporte, Embalagem e Acondicionamento		Fornecimento		Garantia (meses)

		510348		Sim		Enel Ceará		Spectrum		IEC-60870-5-104		100-240 Vcc/Vca		Intel i7 64 bits ou superior		16 GB DDR4 ou DDR5 ou superior		SSD 500 GB		DUAL
(conversor VGA se HDMI/DVI)		Altura máxima 4U; compatível com rack 19"		2		2		4		Sim		Não		Não		-40°C até +85°C		Sim		Sim		Caso a interface seja HDMI ou DVI, deverá ser fornecido conversor VGA		Permanência operacional com variação de ±20% da tensão nominal		DNP3.0		IEC 60870-5-101 / IEC 60870-5-103 / IEC 60870-5-104 / Modbus / IEC 61850-8-1 MMS / ICCP / Procome		2 (dois), via IEC 60870-5-104 ou ISD		Sim – de forma simultânea ou individual		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim – elétrico e customizável		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Windows Server (última versão disponível)		Sim		Sim – conforme descrito no Anexo 8.2 da especificação técnica		Obrigatório – deve ser preenchido pelo fornecedor e entregue à Enel para avaliação		Processo interrompido imediatamente; comitê de análise aberto pelo departamento de cybersegurança do Grupo Enel		a) Nome ou marca do fabricante
b) Identificação completa do conteúdo (tipo e quantidade)
c) Massa bruta
d) Número de peças
e) Número da nota fiscal ou ordem de compra
f) Nome Enel		Embalagem reutilizável ou com matéria-prima reciclada;
acondicionamento individual adequado a transporte marítimo, terrestre ou aéreo		Protótipo previamente homologado para ENEL Grids Brasil		116 meses a partir da entrada em serviço ou 120 meses a partir da entrega
(prevalece o que ocorrer primeiro)

		510347		Sim		Enel Rio		Siemens Spectrum Power V3.10		IEC-104		100-240 Vcc/Vca		Intel i7 64 bits ou superior		16 GB DDR4 ou DDR5 ou superior		SSD 500 GB		DUAL
(conversor VGA se HDMI/DVI)		Altura máxima 4U; compatível com rack 19"		2		2		4		Sim		Não		Não		-40°C até +85°C		Sim		Sim		Caso a interface seja HDMI ou DVI, deverá ser fornecido conversor VGA		Permanência operacional com variação de ±20% da tensão nominal		DNP3.0		IEC 60870-5-101 / IEC 60870-5-103 / IEC 60870-5-104 / Modbus / IEC 61850-8-1 MMS / ICCP / Procome		2 (dois), via IEC 60870-5-104 ou ISD		Sim – de forma simultânea ou individual		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim – elétrico e customizável		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Windows Server (última versão disponível)		Sim		Sim – conforme descrito no Anexo 8.2 da especificação técnica		Obrigatório – deve ser preenchido pelo fornecedor e entregue à Enel para avaliação		Processo interrompido imediatamente; comitê de análise aberto pelo departamento de cybersegurança do Grupo Enel		a) Nome ou marca do fabricante
b) Identificação completa do conteúdo (tipo e quantidade)
c) Massa bruta
d) Número de peças
e) Número da nota fiscal ou ordem de compra
f) Nome Enel		Embalagem reutilizável ou com matéria-prima reciclada;
acondicionamento individual adequado a transporte marítimo, terrestre ou aéreo		Protótipo previamente homologado para ENEL Grids Brasil		116 meses a partir da entrada em serviço ou 120 meses a partir da entrega
(prevalece o que ocorrer primeiro)

		510346		Sim		Enel São Paulo		Alstom eTerra		ISD		125 Vcc / 220 Vca		Intel Xeon Quad Core 2.8 GHz ou superior		16 GB DDR4 ou DDR5 ECC		2 SSD × 32G Industrial Grade SLC removível no mínimo		DUAL com resolução 1920×1200
(conversor VGA se HDMI/DVI)		Altura máxima 4U; compatível com rack 19"		2		2		4		Sim		Não		Não		-40°C até +85°C		Sim		Sim		Caso a interface seja HDMI ou DVI, deverá ser fornecido conversor VGA		Permanência operacional com variação de ±20% da tensão nominal		DNP3.0		IEC 60870-5-101 / IEC 60870-5-103 / IEC 60870-5-104 / Modbus / IEC 61850-8-1 MMS / ICCP / Procome		2 (dois), via IEC 60870-5-104 ou ISD		Sim – de forma simultânea ou individual		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim – elétrico e customizável		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Windows Server (última versão disponível)		Sim		Sim – conforme descrito no Anexo 8.2 da especificação técnica		Obrigatório – deve ser preenchido pelo fornecedor e entregue à Enel para avaliação		Processo interrompido imediatamente; comitê de análise aberto pelo departamento de cybersegurança do Grupo Enel		a) Nome ou marca do fabricante
b) Identificação completa do conteúdo (tipo e quantidade)
c) Massa bruta
d) Número de peças
e) Número da nota fiscal ou ordem de compra
f) Nome Enel		Embalagem reutilizável ou com matéria-prima reciclada;
acondicionamento individual adequado a transporte marítimo, terrestre ou aéreo		Protótipo previamente homologado para ENEL Grids Brasil		116 meses a partir da entrada em serviço ou 120 meses a partir da entrega
(prevalece o que ocorrer primeiro)

		510345		Sim		Enel São Paulo		Alstom eTerra		ISD		48 Vcc / 220 Vca		Intel Xeon Quad Core 2.8 GHz ou superior		16 GB DDR4 ou DDR5		2 SSD × 32G Industrial Grade SLC removível no mínimo		DUAL com resolução 1920×1200
(conversor VGA se HDMI/DVI)		Altura máxima 4U; compatível com rack 19"		2		2		4		Sim		Não		Não		-40°C até +85°C		Sim		Sim		Caso a interface seja HDMI ou DVI, deverá ser fornecido conversor VGA		Permanência operacional com variação de ±20% da tensão nominal		DNP3.0		IEC 60870-5-101 / IEC 60870-5-103 / IEC 60870-5-104 / Modbus / IEC 61850-8-1 MMS / ICCP / Procome		2 (dois), via IEC 60870-5-104 ou ISD		Sim – de forma simultânea ou individual		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim – elétrico e customizável		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Sim		Windows Server (última versão disponível)		Sim		Sim – conforme descrito no Anexo 8.2 da especificação técnica		Obrigatório – deve ser preenchido pelo fornecedor e entregue à Enel para avaliação		Processo interrompido imediatamente; comitê de análise aberto pelo departamento de cybersegurança do Grupo Enel		a) Nome ou marca do fabricante
b) Identificação completa do conteúdo (tipo e quantidade)
c) Massa bruta
d) Número de peças
e) Número da nota fiscal ou ordem de compra
f) Nome Enel		Embalagem reutilizável ou com matéria-prima reciclada;
acondicionamento individual adequado a transporte marítimo, terrestre ou aéreo		Protótipo previamente homologado para ENEL Grids Brasil		116 meses a partir da entrada em serviço ou 120 meses a partir da entrega
(prevalece o que ocorrer primeiro)
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										Fornecedor: 



										Código: 		Selecione o código



										Data: 



										Código de material do fornecedor:



				ENEL - Tabela de Características Garantidas 								PM-Br 199.25



				Item		Descrição		Requerido		Dados declarados pelo Fabricante
(caso não relevante indicar "---")		Observações do Fabricante
(adicione observações, se necessário)

				1		Características Gerais

				2		O material atende completamente a especificação técnica?		1

				3		Distribuidora		2

				4		Software SCADA		3

				5		Protocolo de comunicação com SCADA central		4

				6		Tensão de trabalho / Fonte de alimentação		5

				7		Processador		6

				8		Memória RAM		7

				9		Armazenamento		8

				10		Placa de vídeo		9

				11		Requisitos Gerais de Hardware

				12		Dimensões (altura máx. e compatibilidade)		10

				13		Interfaces de rede Ethernet 10/100/1000 Base T (mín.)		11

				14		Interfaces seriais DB9 EIA 232 (mín.)		12

				15		Interface USB 3.1 (mín.)		13

				16		Sensor de falha de sistema		14

				17		Partes móveis		15

				18		Ventilação forçada		16

				19		Temperatura de operação (°C)		17

				20		Desenvolvido para operar em ambientes agressivos à vibração e a surtos elétricos		18

				21		Atende à norma IEC 61850-3		19

				22		NOTA – Placa de vídeo		20

				23		NOTA – Tensão de trabalho		21

				24		Funções e Protocolos de Comunicação

				25		Protocolo de comunicação com IEDs (principal)		22

				26		Outros protocolos suportados		23

				27		Número de mestres suportados (modo gateway)		24

				28		Operação simultânea das funções Gateway e SCADA		25

				29		Funções do Gateway/SCADA no Nível 2

				30		Importação de telas do Elipse E3 Studio		26

				31		Visualização do diagrama unifilar da subestação (estado atual dos equipamentos)		27

				32		Visualização de todas as medidas disponíveis		28

				33		Execução de comandos sobre equipamentos da subestação		29

				34		Registro de eventos com cronologia correta no relatório diário		30

				35		Tratamento de parâmetros (automatismos, proteções e comunicação)		31

				36		Visualização dos estados de auto supervisão		32

				37		Visualização das listas de acontecimentos das perturbações		33

				38		Avaliação de perturbações (oscilogramas)		34

				39		Integração com Windows Active Directory		35

				40		Processamento de Cálculos e Lógica

				41		Cálculos customizados pelo usuário		36

				42		Recomposição automática com transferência de carga (perda de transformador/linha)		37

				43		Isolamento automático pós-falta (abertura de seccionadoras motorizadas)		38

				44		Interfaces para configuração, supervisão e controle do automatismo		39

				45		Recomposição por prioridades de carga		40

				46		Controle horário de banco de capacitores		41

				47		Esquema de alívio de carga (ECE)		42

				48		Controle do religamento dos alimentadores e/ou linha de transmissão		43

				49		Janela deslizante de tempo – Múltiplas Partidas (proteção contra cabos partidos)		44

				50		Sistema Operacional

				51		Sistema operacional		45

				52		Possibilidade de downgrade de licença		46

				53		Segurança Cibernética

				54		Conformidade com requisitos legais de segurança aplicáveis no Brasil		47

				55		Template de requisitos de segurança cibernética (Anexo 8.2)		48

				56		Ação em caso de falha sistêmica que comprometa a segurança da informação		49

				57		Identificação na Embalagem

				64		Informações obrigatórias na embalagem		50

				65		Transporte, Embalagem e Acondicionamento

				66		Transporte, Embalagem e Acondicionamento		51

				67		Fornecimento

				68		Fornecimento		52

				69		Garantia

				70		Garantia (meses)		53



				IMPORTANTE:

				Este modelo é usado para avaliar a conformidade de uma proposta técnica (exclusivamente do ponto de vista técnico) durante o processo de licitação.
Os desvios não são, em princípio, aceitáveis. Qualquer desvio ou abordagem diferente da especificação técnica  / Folha de dados deve ser declarada e explicitamente destacada para ser avaliada no processo de licitação.
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OT Cyber SEC Requirements



																		Compliance

				Family		ID		Control		Supply		Maintenance		Baseline		Advanced		Yes		No		Not Applicable		More Details
(Mandatory for NO or NOT APPLICABLE)

				Configuration and project management

						R.1		Configuration management policies and procedures shall be in place to control modifications to hardware, firmware, software, and documentation, to ensure all ICS systems are protected against improper modifications prior to, during, and after system implementation.				x		x

						R.2		Configuration management procedures shall identify and detail which components are part of each ICS architecture, gathering component type (including network components, PLC, RTUs, Controllers, Gateways), their function, serial numbers, respective HW/SW vendor, firmware versions, OS versions, software applications installed, version information, license information, patch level, HW/SW configuration, physical location of the assets, etc. An Enel inventory Template file to be filled up, or an access to a central Configuration Management Database will be provided in order to record these information.				x		x

						R.3		Configuration management information for all ICS systems shall be collected and stored in a central Configuration Management Database, to allow controlling modifications to hardware, firmware, software, and documentation.				x		x

						R.4		Access to configuration settings of ICS operational equipment and to the Configuration Management Database for ICS systems shall be restricted to authorized personnel only. In any case, modifications to the configuration settings of ICS operational equipment shall be fully documented and the configuration management database shall be promptly updated to reflect the modifications.				x		x

						R.4.1		For any new ICS project and solution, or in case of a substantial change of existing ICS solution, a Cyber Security Business Impact Analysis / Risk Assessment shall be performed at the design phase according reference [3] so to have a guidance for the required protection measures to be implemented.		x				x

						R.4.2		Suppliers shall support Enel personnel during the execution of risk analysis and Cyber Security Assurance Checks (e.g., penetration test, ethical hacking, vulnerability assessment) activities performed through Enel tools. Suppliers shall also participate to the definition of the remediation plan to mitigate the outcoming vulnerabilities in coherence with Enel defined cyber security target risk posture.		x		x		x

				HW Systems and networking equipment

						R.5		IP addressing plan of internal ICS network shall be agreed with Enel and must be compatible and not overlapping with the other worldwide Enel network segments (eg. services as EPP, DNS, NTP, PKI...). This requirement applies to services that must be announced/exposed outside the local ICS Network.		x		x		x

						R.6		All network devices (hubs, switches, routers, network balancers, etc.) belonging to the ICS architecture must be “managed-type”. Furthermore they, as well as related network security devices (e.g. Firewalls, IDS), might be initially configured by provider only in accordance with Enel project manager indications.		x				x

						R.6.1		All network devices (e.g. hubs, switches, routers, network balancers) belonging to the ICS architecture as well as related network security devices (e.g. Firewalls, IDS), even if initially installed and configured by suppliers, shall be managed by Enel once in operation. This could be achieved either through Enel internal personnel/unit or through external suppliers. In this latter case, a proper maintenance contract managed by Enel internal personnel shall exists, and shall include at least the following Scope of Work:

a. Change and configuration management process, including backup of the systems configuration
b. Recurrent patch/versioning management
c. HW and SW Maintenance
d. Health and Performance management (monitoring)
e. Documentation requirements.
f. Rules and Signatures management (in case of network security devices)				x		x

						R.6.2		All routing/switching network devices (hubs, switches, routers) of new provision shall be equipped with the traffic mirror feature.		x				x

						R.7		In case the ICS is or will be working in harsh environment (i.e. subjected to chemical, mechanical, radiative, temperature stresses), any hardware and networking equipment must be of industrial grade type, able to work under the specific harsh conditions identified. In addition, they must comply with national regulations in term of quality, electromagnetic pollution and immunity, and they should not use fans for cooling but use passive heat dissipation solutions.		x				x

						R.8		ICS systems must be provided in fault-tolerance configuration preferably including spare “hot stand-by” replacement to be automatically activated when needed.		x				x

				Virtualization

						R.9		VM Host hypervisors running control system applications (e.g., ESX, Hyper-V) shall be physically separated and dedicated to ICS Systems, i.e. they shall host only VM Guests running control systems applications.		x				x

						R.10		Virtual storage / SAN for the control system applications shall be physically separated from that used for non ICS Systems. In other words, placement of control system data on virtual storage environments which also contain data for general business functions shall not be allowed.		x				x

						R.11		VM Host hypervisor shall be considered to have a level of criticality consistent with the most critical system that is hosted on it, as a compromise of the VM Host hypervisor may potentially lead to a compromise of all hosted systems. Therefore, the selection of security controls for that VM Host shall be consequent.		x				x

						R.12		Virtual mixed trust environments are not appropriate, and therefore physical system should be used where possible. Whenever, virtualized environments for ICS are required, then VM Hosts Hypervisor shall only host VM guests that are part of the same ICS System or that are part of ICS systems with an equal level of criticality. 
[Apply to BIA level 4 and 5]		x		x				x

				System Configuration

						Services and Programs

						R.13		During the design phase of new ICS systems or solutions (or when substantial changes are implemented in existing ones), suppliers shall provide documentation of the services required for each system in scope of supply that has to be kept updated up to the hand-over stage. The documentation must include:

a. Applications, utilities, scripts, configuration files, databases and all other software supplied including revisions and patches.
b. Network and system networking services for all supplied devices, dependencies, TCP and UDP ports used in different data flows and target systems identification.
c. Any other configurations needed and/or applied to network and system devices.
d. The architecture and networking diagrams with data flows and IP addresses previously agreed with Enel in the design phase.
e. Any patching activity on the production environment has to be documented and recorded.
f. TCP/IP protocols, ports and services required for normal operation. 
g. Any other ports and services required for emergency operation. 
h. The list of peer hosts and/or networks involved in the communication, including the related IP addresses (whenever known). The list shall also include an explanation or cross reference to justify why each service is necessary for operation. 
i. When a new baseline image of the SW has to be created and handed over to Enel.
j. Access credentials and user Roles, including system management credentials (e.g. BIOS, firmware, management interfaces) to be provided in confidential way.
k. Vulnerability free declaration including the list and description of the vulnerability checks performed. 		x				x

						R.14		Version 1 requirement - superseded

						R.15		ICS Systems shall be free of all software components not required for the operation of the industrial process. Documentation of removed/disabled components shall exist and kept updated. The software to be removed and/or disabled shall include (but not limited to) the following:

a. Games;
b. Device drivers for network devices not delivered;
c. Network scanners, sniffers or analysers (e.g. TcpDump, Ethereal/Wireshark, Nessus, Nmap, etc.);
d. Messaging services (e.g., MSN, AOL IM);
e. Servers or clients for unused internet services (Telnet, FTP, Gopher, etc.);
f. Web Browser whenever possible (e.g. when browser is unremovable part of operating system) and not required for the operation;
g. Software compilers (e.g. gcc, g++, Visual Studio, Java, etc.), Software Development Kits (Java SDK, Windows SDK, etc.) and other unnecessary development tools (e.g. make, rdist, git, etc.) in all user workstations and servers except when actually required (e.g. development workstations and servers);
h. Java Runtime Environment (unless really needed), Microsoft Silverlight, Adobe Flash Player and other unnecessary runtime environments;
i. Unused code interpreters (e.g. perl, python, tcl/tk, awk, powershell, etc.) in all user workstations and servers except for development workstations and servers;
j. Unused networking services;
k. Unused administrative utilities, diagnostics, network management, and system management functions;
l. Backups of files, databases, and programs used only during system development
m. All unused data and configuration files;
n. Sample programs and scripts.
o. Unused document processing utilities (Microsoft Word, Excel, PowerPoint, Adobe Acrobat, OpenOffice, etc.);
p. Autorun features for removable media and device has always to be disabled on SCADA servers and HMIs.		x		x		x

						R.15.1		ICS systems shall be initially designed to have HIDS (e.g. activating the right module on Enel Antivirus package) and possibly Local machine personal firewall activated or similar measures in cases where this is not  technically possible		x		x				x

						System Permissions and User Accounts

						R.16		All the ICS computerized systems shall be configured with least privilege file and account access and be provided with the documentation of the configuration.		x		x		x

						R.17		Wherever technically possible the well-known privileged local accounts (Administrator, Guest etc) shall be disabled, removed or renamed to not guessable account names. The list of the involved accounts and the actions to be performed on them shall be agreed with Enel.		x		x		x

						R.17.1		All automatic authenticated network shares are not allowed among ICS Systems unless strictly necessary for the ICS to operate. For the ones really needed for the ICS to operate, shares shall be accessible only through non-administrative and specifically authorized user accounts.		x		x		x

						R.18		Default privileged accounts that cannot be disabled or removed for technical reasons must be managed in a secure way: assigned to a specific person and not used for normal day by day activity, the password must be changed and preserved in a secure location. 		x		x		x

						Operating Systems, Applications, and Third-Party Software Updates

						R.19		Unnecessary hardware components shall be physically disabled or removed and kept in this state, in order to minimize the chance of possible unwanted ICS systems changes performed by any malicious software. This requirement applies for instance to USB ports, CD/DVD drives, and other removable media devices. Hardware configuration activities may include configuring the network devices to limit access from only specific locations (e.g., IP filtering) or requiring additional verification of user credentials (e.g., password, personal identification number [PIN], crypto key, or token). Where feasible, all ICS hardware components shall be physically locked in order to prevent physical unauthorized access.		x		x		x

						R.20		Version 1 requirement - superseded

						R.21		ICS SW on ICS systems shall be supplied updated to the latest security patch level available, after having performed patches validation and certification with SW vendors to avoid any possible malfunctioning of the industrial process. This requirement applies to all type of firmware, operating systems, applications and third-party software. The continuous and recurrent patching requirements are described in chapter 3.5.3		x				x

						R.22		At first supply ICS systems must be provided free of any known (at the date of supply) security vulnerability for all the software packages provided. If any known vulnerability actually exists and the corresponding mitigation solution is not yet available, suppliers shall provide a notification with full information to Enel and shall commit to mitigate it before the project ends.		x				x

						R.22.1		When Windows based ICS Systems are first supplied, each virtual or physical OS installation must have its own unique SID (Security IDentifier). Systems cloning during the installation is allowed but only if a Sysprep preparation activity is performed.		x				x

				Threat and Vulnerability Management

						Vulnerability Assessment

						R.23		Before the installation of any new (never used before) ICS system, suppliers might be requested to provide, for a limited period of time, a reduced but fully featured version of equipment and SW in the scope of supply to be installed in a test Enel Lab environment (e.g. Enel Cyber Security Lab) and have to allow a Cyber Security Assurance Check to be performed by Cyber Security Enel (even by mean of its contracted partners). Where the case,  vulnerabilities results and mitigation indications will be shared with suppliers which have to commit (at no additional cost) to implement the related remediations on the supply in scope before the hand-over to Enel, or to provide a remediation plan to implement such changes in a timeframe negotiated with Enel. A final Enel Cyber Security Assurance check will be performed to prove the effectiveness of the remediation before the production deployment. 		x				x

						R.23.1		For existing ICS Systems, suppliers shall agree in advance that Cyber Security Enel (even by mean of its contracted partners), may perform, at its discretion,  a Cyber Security Assurance Checks on ICS systems in a test environment (when available), or in a production environment (where the check will be performed in a way to avoid any adverse effects). The test environment (when available), shall reproduce the baseline configuration of the ICS System in the production environment.		x		x		x

						R.23.2		After the Cyber Security Assurance Check [R23.1] the results shall be documented including differences between the test environment and the production environment. Using this report, within the provisioning of the maintenance contract, the supplier shall:

a. Update the testing environment, if necessary, to better replicate the operation environment;
b. Correct or mitigate any discovered vulnerability in the test and production systems.		x		x		x

						Antivirus/Malware detection and protection

						R.24		Suppliers shall certify and install Enel provided antivirus software on all ICS Computerized Systems. A specific (Enel licensed) software package, already customized by ENEL, but possibly to be further customized to work with suppliers’ software, will be provided to suppliers to perform the related activities. The Endpoint Protection antivirus will join the ENEL Antivirus Management Infrastructure. 		x		x		x

						R.25		For ICS computerized systems where [R24] is unfeasible, other approaches shall be used such as solutions based on whitelisting and/or behavioural analysis. In these cases a specific software package, already customized by ENEL will be provided to suppliers, to be installed into the systems and being joined to the ENEL whitelisting management infrastructure.		x		x		x

						Patch Management

						R.26		All the operating systems installed on the ICS system servers, workstations, clients shall not  be out of support by the respective vendor (e.g. Microsoft, Red Hat etc), thus to ensure:

a. Availability of recurrent security bulletins to address security vulnerabilities including remediation tasks to eliminate or mitigate them.
b. Availability of security patches to be installed on ICS systems on regular basis.		x		x		x

						R.27		To fulfil [R26] requirement, supplied equipment, where technically feasible,   shall be configured within the Enel centralized Patch Management platform. 		x		x		x

						R.28		In cases where ICS Systems cannot be integrated in the Enel centralized patch management platform or the latter cannot be used (e.g. not yet in production in the Enel country, not compatible with the supply) and for other SW installed on ICS Systems (e.g. ICS SCADA/DCS SW, PLC/RTU Firmware), suppliers must provide a recurrent “patching installation” support service as part of the O&M maintenance activities. The aim of this process is the Supplier to guide Enel personnel, or directly operate to patch the supplied equipment on a regular basis and whenever requested by Enel due to high risk of specific vulnerabilities exploits.		x		x		x

						R.29		The supplier shall provide a “patch certification process” to Enel with the intent to “validate” patches before the deployment on the Enel production environment. Therefore, suppliers must:

a. have an environment or processes to test patches to be applied into Enel ICS systems ;
b. perform the relevant tests of the patches and anti-virus signature updates, prior to installation;
c. provide to Enel, and in case install (see [R28]), the “certified patches ”.		x		x		x

						R.29.1		Ordinary security patches/fixes have to be applied no later than three months (at least for OS) since their release date while extraordinary ones, upon request, no later than two weeks. Once a year or when requested by Enel, suppliers must report the status of patches on systems they are responsible for.				x		x

				Network Infrastructure

						R.30		ICS Systems and all associated networks shall be logically separated at the network level according to their purpose and functions. Segmentation shall be implemented according to IEC 62443 zone/conduit prescriptions. This can be accomplished using firewalls, defining Demilitarized Zones (DMZs) and other capabilities that filter and therefore limit and control communications between the different zones. Logical separation does not mean isolation rather, it indicates that inbound and outbound communications between different services zones are rigorously controlled based on their importance.		x		x		x

						R.31		WAN segmentation shall be accomplished, according to each specific project needs and to a thoughtful analysis of the systems to be implemented. In any case, ICS systems on each site shall not be able to communicate directly with systems on other sites. Communication between two remote sites can be allowed only if fully managed firewall and monitoring services are available locally on both sites. The suggested architectures in order to segment the network are the followings:

a. ACL implemented on each border router delimiting the local site from the geographic network;
b. Data flow between different sites routed through centrally located and managed firewalls delimitating the control system networks from any other network;
c. Adoption of encrypted communications through IPsec or TLS VPN(s) tunnels;
d. Dedicated MPLS VPN with autonomous addressing, implementing the correct separation rules.
e. WAN (Wide Area Network) communication can adopt the Software-Defined Networking paradigm. This result can be achieved through SD-WAN Enel infrastructure.

Within primary sites encompassing multiple LAN segments, local firewall devices implementing the network segregation shall be adopted. Those firewalls shall also implement SPI and UTM features (antivirus, antispyware, IDS etc).		x		x		x

						R.32		Version 1 requirement – superseded by R31

						R.33		Any connection between Suppliers networks  and Enel ICS System Networks for management and maintenance purposes, shall follow the following rules:

a. The tunnels shall be encrypted using modern encryption standards according to NIST SP 800-57. Legacy deprecated encryption standards (e.g. DES, etc.) shall not be used.
b. The tunnels from the supplier network shall be terminated at the firewalls located in an Enel central location. All the traffic will be routed to the target systems through the internal Enel network.
c. Only the strictly necessary traffic for managing the systems in scope, will be allowed to transit through the supplier networks.
d. Each connection authorization shall be verified at least every year in order to avoid the persistence of any obsolete connection.		x		x		x

						R.34		Corporate WiFi networks in Industrial facilities can only be used according to Enel “Wireless Security Guidelines” [5] prescriptions and shall be segregated from the other networks. 		x		x		x

						R.34.1		WiFi networks shall not be used within network dedicated to telecontrol/automation protocols and applications.		x		x		x

						R.34.2		Mobile wireless communication within network dedicated to telecontrol/automation can be used only adopting private access networks (APN). This network shall be considered a dedicated zone and the communication toward other zones shall be protected and monitored using firewall and IDS.		x		x		x

						R.35		When Corporate WiFi networks are in use within industrial environments, the following security controls shall be used in addition to the requirement specified in [5]:

a. The wireless infrastructure shall be centrally managed.
b. Only 802.11i WPA2 Enterprise authentication shall be used, and a centrally managed RADIUS server shall authenticate users and other end-point devices.
c. AES-CCMP shall be used for encryption and key integrity.
d. The power transmission level and the antenna gain (and positioning/orientation) shall be set at minimum values to ensure reliable communications without transmitting signals outside of the facility to public external areas, to prevent “war driving” attacks.		x		x		x

						R.36		In addition to the general prescription of [R30], network segmentation shall be accomplished through firewalls delimiting and protecting different security zones. The firewall shall delimit a minimum of the following three security zones:

a. The Trusted zone of the firewall which contains the protected network(s) where the control systems reside. The communications to and from the Trusted zone needs to be tightly controlled to limit the exposure of the control systems to external threats. Within the trusted zone further segmentation can be applied defining therefore multiple IEC 62443 zones. In this latest case the communication between these additional zones shall be allowed by firewall.
b. The Untrusted zone of the firewall which delimit the least secure portion of the network from the point of view of the control system. (e.g. corporate networks, third parties, or any other untrusted network). Direct internet connections, usually attached to the untrusted zone of a firewall, are not allowed for ICS systems.
c. A DMZ of the firewall which create an additional layer of defence for the control system. On this additional layer the firewall shall apply multiple access control rules and authentication filters on the traffic entering the control system environment.		x		x				x

						R.37		For very specific ICS systems, where is necessary for the context (e.g. for compliance reasons) and requested by Enel, a complete isolation of selected ICS zones shall be adopted through the placement of control systems into their own logical or physical network(s) that have no wired or wireless connectivity to untrusted networks. 
[Apply to BIA level 5]		x		x				x

						R.38		Critical and isolated ICS systems as defined in [R37] shall be maintained only by authorized personnel attending the site or traveling to it, as remote VPN connections are not allowed.
[Apply to BIA level 5]				x				x

				Centralized Remote Access

						R.39		No direct Internet connection will be provided and allowed for the ICS System.		x		x		x

						R.40		All the remote connections to ICS systems shall be managed through centralized Enel VPN Services.		x		x		x

						R.41		The supplier must comply with the Remote Connection rules established by Enel which consist of three possible options:

a. Client to Site VPN: in this scenario the remote user will use a client VPN and a strong authentication mean provided by Enel in order to connect to the Enel ICS private networking infrastructure and reach the ICS systems. Specific network and firewall rules will be implemented to enforce the user to reach ONLY the authorized systems or network devices to be managed/maintained by the supplier.
b. Site to Site VPN: this scenario can be implemented in case the supplier has to implement a continuous machine-to-machine data flow to fulfil Enel needs. In this scenario suppliers must configure an secured VPN tunnel ending at centralized Country hub and traffic will be rerouted from here to facility systems. The connection will be limited to a specific number of IP addresses on the supplier side which will be enforced (using firewall rules and ACL on the network) to reach only the authorized ICS systems.
c. Inner VPN encapsulated inside a Site to Site vpn: this scenario can be implemented whenever the supplier is authorized to activate VPN tunnel directly to the ICS facility. The access point of the outer VPN shall be the centralized VPN infrastructure as in b. Suppliers can configure an inner VPN tunnel ending on its own VPN equipment inside the ICS facility DMZ. The target device of this inner VPN connection shall be protected behind the Enel firewall that will route the authorized supplier traffic from the DMZ to the destination target within the facility.		x		x		x

						R.41.1		Remote access for maintenance shall adopt 2-factor authentication or other equivalent NIST 800-63-2 Level 3 or above authentication measures.		x		x		x

				Access Control

						R.42		All access to ICS systems and to ICS networks must be individually authenticated through Enel global infrastructure (e.g. on Enel Industrial AD, OT Public Key Infrastructure or equivalent solutions), and all accounts shall be able to be centrally managed. 		x		x		x

						R.42.1		All user accounts must belong to known and authorized users. All systems and applications accounts must belong to known and actual systems/applications. 		x		x

						R.42.2		For ICS systems of new provision, access to ICS systems shall be designed with authorization measures according to the IEC 62351-8 requirements that is implementing the Role Based Access Control based at least on the default roles defined within this standard:

a. VIEWER: can view what objects are present within a Logical-Device by presenting the type ID of those objects.
b. OPERATOR: An operator can view what objects and values are present within a Logical-Device by presenting the type ID of those objects as well as perform control actions.
c. ENGINEER: An engineer can view what objects and values are present within a Logical-Device by presenting the type ID of those objects. Moreover, an engineer has full access to DataSets and Files and can configure the server locally or remotely.
d. INSTALLER: An installer can view what objects and values are present within a Logical-Device by presenting the type ID of those objects. Moreover, an installer can write files and can configure the server locally or remotely. 
e. SECADM: Security administrator can change subject-to-role assignments (outside the device) and role-to-right assignment (inside the device) and validity periods; change security setting such as certificates for subject authentication and access token verification.
f. SECAUD: Security auditor can view audit logs.
g. RBACMNT: RBAC management can change role-to-right assignment.

Security access control for the system shall be fully tested for all roles and their rights/permissions, both for normal and emergency operations.		x				x

						R.43		For new ICS systems local accounts access will be allowed only for one or two local users which will be defined in the system and used only in case of emergency in case Enel Industrial AD is unavailable or unreachable. This local accounts will be fully managed by Enel. Any supplier shall be requested to provide the possibility for their systems to be connected to the Enel Industrial AD in order to allow centralized and RBAC policy based user authentication. 		x		x		x

						R.43.1		In case exist documented mandatory reasons to have user accounts locally defined on ICS Systems, they need to be nominally assigned (not to be generic) and their passwords must comply with the following rules:

a. password length shall be at least eight characters or the maximum length supported by system;
b. password shall include three or more different types of characters (e.g., uppercase alphabetic, lowercase alphabetic, numeric, non-alphanumeric) or the maximum complexity supported by the system
c. password shall be changed at least each 90 calendar days
d. new password shall be different from the 5 previous passwords		x		x		x

						R.43.2		Local “service user accounts” usage and definition are allowed just for internal server processes execution, never for “interactive logon”. The configurations of this users and passwords shall be comply with this requirement.		x		x		x

						R.44		For ICS systems of new provision, all network devices shall be able to delegate the user authentication to a centralized platform (e.g. through RADIUS pointing to Enel Industrial AD). If requested by Enel they shall be integrated to this centralized platform.		x		x		x

						R.45		All the activities related to the management of the user and system accounts must follow the Enel policies including [5].		x		x		x

						R.46		Version 1 requirement - superseded 

						R.47		Version 1 requirement - superseded 

						R.47.1		Any access to Enel environments shall require that any laptops or other equipment connected to the ICS system has been scanned for malware, that the software installation on the maintenance equipment is up-to-date, and that the latest security patches are installed.		x		x		x

						R.48		Version 1 requirement – moved to advanced section of common chapter

						R.49		Version 1 requirement – moved to advanced section of common chapter

						R.50		Version 1 requirement – moved to advanced section of common chapter

						R.51		Version 1 requirement - superseded 

						R.52		NTLM v.1 authentication protocol shall not be used.		x		x		x

						R.53		ICS software application authentication and authorization controls must follow the following general rules:

a. Separation of Duties, based on Enel organization-defined duties, documenting the effective separation of duties of individuals and defining information system access authorizations to support separation of duties.
b. Least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.		x		x		x

						R.54		Each user and external application accessing the ICS System application shall be individually identified, assigned to a role and authenticated with access permissions established by their role. 		x		x		x

						R.55		Version 1 requirement - superseded

						R.56		The user authorization and role management shall be implemented through Enel Industrial AD group management infrastructure.		x		x		x

						R.57		Version 1 requirement - superseded

						R.58		Version 1 requirement - superseded

						R.59		ICS systems and software shall not permit session keys, user credentials or application credentials (for application-to-application or machine-to-machine authenticated communications) to be transmitted in clear text among the different architectural components or between different systems. The systems shall provide the strongest encryption method commensurate with the technology platform and response time constraints. 		x		x		x

						R.60		Version 1 requirement - superseded

						R.61		All ICS systems shall not allow:

a. retaining user’s login information between application sessions;
b. providing any auto-fill functionality during user’s login;
c. anonymous logins: ICS systems shall be manufactured with the default that all access must be authenticated. 		x		x		x

						R.61.1		ICS systems shall enforce reasonable and agreed limits for consecutive invalid logon attempts by a user during a defined time period (e.g. 5 attempts per minute).		x		x		x

						R.61.2		With the exception of specific workstations dedicated to control room operation, ICS systems shall enforce reasonable and agreed limits for automatic disconnection after a defined inactivity time period (e.g. 10 minutes).		x		x		x

						R.61.3		ICS systems shall automatically lock the account after a predefined number of unsuccessful login attempt. The number of login attempts, time period for the attempts and lock time shall be agreed with the Enel referent.
[Apply to BIA level 4 and 5]		x		x				x

						R.61.4		For ICS systems of new provision, RBAC for critical ICS systems must follow the provisions of IEC 62351-8, in terms of authorization profiles and access tokens. 
[Apply to BIA 5]		x		x				x

						R.61.5		Access to Linux/UNIX ICS systems (all SCADA and HMI systems) shall be granted by mean of individual User ID belonging to Enel Industrial AD or other centralized IAM systems. No local account access is allowed exception of cases defined in [R43]. 
[Apply to BIA level 4 and 5]		x		x				x

						R.61.6		For ICS systems of new provision adopting RBAC access permissions they shall allow to establish those permissions for individual data elements, for groups of data elements, and for resources. 
[Apply to BIA level 4 and 5]		x						x

				Auditing

						R.62		The ICS system log record must keep track of all successful accesses to the system, all failed authentication/authorization attempts and all critical operations performed by privileged users. The log records shall contain the target system name and IP address, the client user name and IP address, security parameter changes and other critical operations requested by the user.		x		x		x

						R.63		In case of consecutive invalid logon attempts as defined in [R61.1] an alert to the system log subsystem containing full information (including date/time, name of the system, IP address of the user, username used in the attempts) shall be sent. 		x		x		x

						R.64		The ICS system shall time stamp and control access to audit trails and log files.		x		x		x

						R.65		Any supplier shall ensure audit logging does not adversely impact system performance and disk occupation by quoting a defined space of the disk for logging purposes.		x		x		x

						R.66		Version 1 requirement – upgraded to advanced

						R.67		All devices shall be able to automatically and on request export the collected log record to external log collectors (e.g. through syslog protocol or specific open documented API). 		x		x		x

						R.68		All ICS logs shall be kept locally available for a minimum period of 90 days and shall be sent to centralized Enel CERT platform (intermediate log collection systems are allowed).		x		x		x

						R.68.1		It is necessary to perform all the activities related to the Cyber Security Service Activation with Enel CERT providing for each system at least:

a. detailed description regarding the relevant Security Events produced, logged and their criticality 
b. information about logs types, integration mechanisms and protocols used to integrate them to Enel CERT platform
c. hints about pre-defined criteria for the security correlation rules to be tested and used to provide evidence regarding any anomaly or security problem related to the specific context
d. technical support to ensure logs and events delivery to Enel CERT platform.		x		x		x

						R.69		ICS systems of new provision must have an asset inventory solution that: 

a. collects and update the systems data of each IACS 
b. provides asset data to Enel Global Inventory Platform 
		x				x

						R.70		Version 1 requirement – superseded

						R.71		In case the log collection is centrally managed through intermediate log infrastructure, adopting any log record format normalization or transformation, the audit trail shall also be stored including the original audit log records in order to allow detailed forensic analysis if needed.				x		x

						R.71.1		ICS systems of new provision shall provide a mechanism to prevent modifications or deletion of audit logs, and to ensure the integrity of the logs through mechanisms like hashing, digital signature and secure log collection and storage. 
[Apply to BIA level 5]		x						x

						R.72		The log records shall be protected through encryption at least when exported towards Enel CERT platform.
[Apply to BIA level 5]		x		x				x

				Monitoring

						R.73		The implemented security controls and measures (e.g. Antimalware, IDS, HIDS, etc.) should provide the capability to send information and events as a mean to be aware of the state of the system security. 		x		x		x

						R.74		Version 1 requirement - superseded

						R.75		Monitoring of ICS systems should be comprised of:

a. Installation of appropriate devices or applications to capture communications with the control systems (e.g. IDS/DPI probes and management systems, logging agents, etc.). This may require the availability of network devices traffic monitoring features
b. Activation of proper event notification capabilities (e.g. SNMP)
c. Collection, preferably in real-time, of event notifications to a separate and secure, access controlled, central repository.
d. Identification and baselining of what is normal for given control system communications.
e. Detection and alerting, in real-time, of the relevant data from abnormal communication conditions.		x		x		x

						R.76		Monitoring systems shall be updated and adjusted to address the evolving vulnerabilities and attack methods.				x		x

						R.77		ICS systems of new provision shall have a Network and Systems Monitoring solution that collects information from IACS and network nodes in order to:

a. monitor overall system status;
b. monitor system variables (e.g. CPU Temp., RAM Usage, HD quote, NIC status, etc.);
c. control the connectivity;
d. predict issues; 
e. check the SLA constraints;		x						x

						R.78		At first supply, monitoring shall be designed and implemented according to criteria defined in one or more guidelines and standards, including:

a. NIST SP 800-53 – AU, Audit and Accountability, and CA-7, Continuous Monitoring;
b. NIST IR 7628 - Guidelines for Smart Grid Cybersecurity: SG.AU – Audit and Accountability, SG.CA-4 - Smart Grid Information System Connections, SG.CA-6 – Continuous Monitoring;
c. ISO/IEC 27002 – 12.4 – Logging and Monitoring;
d. IEC 62351-7 - Power systems management and associated information exchange – Data and communications security – Part 7: Network and system management (NSM) data object models.

The selected set of controls shall be described in a specific project annex in order to document the control coverage against the countered risks.
[Apply to BIA level 4 and 5]		x		x				x

				Network Communications Security

						R.79		Partially superseded Version 1 requirement, now promoted to advanced control 

						R.80		Network shares should not be used in ICS systems. When required, network shares shall be authenticated through Enel Industrial AD.		x		x		x

						R.81		Telnet and SMBv1 protocols are not accepted., FTP, HTTP, SQL, LDAP, SOAP, Web Services must be TLS secured (version 1.2 and above) and authenticated end-to-end. SSH protocol is allowed. This requirement is strongly suggested also for existing implementations and will be mandatory in the next release of this guideline.		x		x		x

						R.82		In case there is the need of OPC communication between supplied systems and other Enel ones, OPC DA must not to be used due to its intrinsic vulnerabilities. A “vulnerability free” alternative (e.g. OPC UA or OPC Tunneler) or remediation to OPC DA vulnerabilities must be proposed for this objective and agreed with Enel.		x		x		x

						R.83		For ICS machine-to-machine (or application-to-application) communications, only well-established international standard protocols shall be used, ensuring:

a. Availability of the data communication channel.
b. Reliable communications (e.g. through local caching of data for transmission retries in case of communication failures, and/or stateful protocols automatically managing the retransmission of data whenever needed).
c. Peer-to-peer authentication assuring that both communicating parties are who they pretend to be.

The availability of the data communication channel can be achieved also through redundant servers supporting pooling or hot-standby clustering, redundant network paths, etc.		x		x		x

						R.84		In ICS systems of new provision the communication protocols shall be fully compliant to IEC 62351 “Power systems management and associated information exchange – Data and communications security”.  The new systems shall be in any case designed with End-to-end security protocols adoption according to best practices standards.
[Apply to BIA level 4 and 5]		x						x

						R.85		ICS systems of new provision shall be designed ensuring non-repudiation in the communication protocols (e.g. through digital signatures) for data exchanges.
[Apply to BIA level 5]		x						x

						R.86		ICS systems of new provision shall be designed with Machine to Machine authentication making use of digital certificates.
[Apply to BIA level 4 and 5]		x						x

						R.87		In ICS systems of new provision Virtual Private Network circuits shall authenticate both peers using digital certificates.
[Apply to BIA level 4 and 5]		x						x

						R.88		Whenever digital certificates are used in ICS Systems/Infrastructure, they need to be signed by an internal Enel Certificate Authority dedicated to ICS Systems.
[Apply to BIA level 4 and 5]		x		x				x

						R.89		The digital certificates released for ICS Systems shall include different and limited “scopes” for different authorization purposes, i.e.:

a. VPN Client/Server certificates
b. Web/Application Server certificates for TLS based servers
c. Web/Application Clients certificates for TLS
d. Digital Signature certificates
e. Data Encryption certificates.

[Apply to BIA level 5]		x		x				x

						R.90		The digital certificates released for ICS Systems shall always include the IP address or Fully Qualified Domain Name (when needed) of the identified system. This always applies to servers, and eventually to clients when they make use of fixed addresses. 
[Apply to BIA level 4 and 5]		x		x				x

						R.91		The Enel Certification Authority shall be part of a key management system infrastructure, allowing and ensuring secure enrolling, generation, distribution, suspension, reactivation and revocation of digital certificates. 
[Apply to BIA level 4 and 5]		x		x				x

						R.92		Any digital certificates shall be checked for validity before communications are established or access is allowed. 
[Apply to BIA level 4 and 5]		x		x				x

						R.93		Revoked, expired or otherwise invalid certificates shall not be accepted by communicating parties. This shall be obtained through Certificate Revocation lists or making use of Online Certificate Status Protocol features and time synchronization with trusted time servers. 
[Apply to BIA level 4 and 5]		x		x				x

						R.94		ICS systems of new provision shall adopt host-level or network-level counter-measures, to protect themselves against or limits the effects of protocol level attacks (e.g. SYN floods, fragmented packet attacks, Ping of Death, Smurf, etc.), where the attack’s goal is to consume actual server resources, or those of intermediate communication equipment, such as firewalls and load balancers. 
[Apply to BIA level 5]		x		x				x

				Secure Software Coding

						R.95		Supplier should certify that ICS systems of new provision have been developed following the OWASP guidelines for the secure development of the web-based application (e.g. HMI, etc.).		x				x

						R.96		For ICS systems of new provision, suppliers should adopt the applicable recommendations specified in the Guideline n.7, Enel “IT Security Guidelines - APPLICATIONS”.		x		x		x

						R.97		Credentials and encryption keys must not be embedded in the software code or in the firmware of a device. They must not be embedded in configuration files in clear text but must be protected by means of encryption, hashing or code obfuscation techniques.		x		x		x

				Backup and Disaster Recovery

						R.98		All the ICS systems shall be provided with a backup infrastructure or tool and a backup schema to ensure data and system restore in case of data corruption or system loss. All the systems must be accompanied by a written, well-defined and adequate Backup & Recovery Plan providing clear instructions on how to create, test and manage backups, and how to rebuild the systems starting from backups or images. Both infrastructure and plan must be agreed with Enel and properly documented.		x		x		x

						R.99		Version 1 requirement – upgraded to advanced 

						R.100		Storage infrastructures used for ICS applications shall be physically separated from that used for non ICS Systems. In other words, ICS data shall be kept separate from non-ICS data.		x		x		x

						R.101		Critical ICS systems backups shall be tested at least once a year by performing a restore test.  Media, frequency and retention period shall be defined and documented in order to support availability requirements. Suppliers shall support Enel in the definition of these aspects and shall be involved in restore verifications.		x		x		x

						R.102		When designing new ICS Systems, redundant (or backup) communication networks, information source, systems configuration and logs/database shall be considered to meet the required ICS system availability. 
[Apply to BIA level 4 and 5]		x		x				x

						R.103		Loss of communications between the system components shall be timestamped, logged, and issued as an alarm.
[Apply to BIA level 5]		x		x				x

						R.104		Version 1 requirement – superseded

						R.104.1		Critical ICS Systems shall be designed and provided with a Disaster Recovery environment and a Disaster Recovery Plan documenting the DR process and procedures, including all the activities to put in place in case a disaster happens to the supplied ICS system. In this case, the supplier shall test the DR plan and procedures (using a representative sample of recovery information), at least once every 15 calendar months, to ensure that the recovery information is useable, updated and compatible with current configurations. An actual recovery that incorporates the information used to recover the ICS System functionality, substitutes for this test.
[Apply to BIA level 4 and 5]		x		x				x

				Guidance documents

						R.105		Documentation of all ICS system shall be always kept updated  with extensive information detailing:

a. Applications, utilities, scripts, configuration files, databases and all other software supplied including revisions and patches;
b. Network and system networking services for all supplied devices, dependencies, TCP and UDP ports used in different data flows and target systems identification;
c. Any other configurations needed and/or applied to network and system devices;
d. The architecture and networking diagrams with data flows and IP addresses previously agreed with Enel in the design phase;
e. Any patching activity on the production environment has to be documented, recorded;
f. TCP/IP protocols, ports and services required for normal operation; 
g. any other ports and services required for emergency operation; 
h. the list of peer hosts and/or networks involved in the communication, including the related IP addresses (whenever known). The list shall also include an explanation or cross reference to justify why each service is necessary for operation;
i. Access credentials, Firmware credentials (if any) and user Roles.

The documentation has to be regularly updated when major infrastructure/application changes happen.				x		x

				Maintenance and Warranty requirements

						R.106		For ICS systems of new provision , suppliers shall ensure that:

a. the ICS systems are factory tested for logical and physical cyber-security issues;
b. functional testing has been performed ensuring that the equipment operates correctly for all valid commands and settings, according to the relevant testing standards agreed with Enel.		x				x

						R.107		Any supplier shall designate a “security focal point” who shall be responsible for receiving notifications of anomalous events relating to the security of the system, providing appropriate responses and actions in a timely manner.				x		x

						R.108		Maintenance shall be permitted only by authorized and security-trained personnel belonging to authorized maintenance organizations. The security requirements for maintenance personnel shall be included in maintenance contracts. The fulfilment of these requirements shall be regularly tested or audited.				x		x

						R.109		The maintenance personnel shall protect maintenance tools (including laptops, and any other device used by the maintenance personnel) from unauthorized use.				x		x

						R.110		Any supplier shall appropriately instruct its installers and maintenance operators to ensure that the recommended security settings are effectively implemented or preserved. The supplier shall also provide instructions or training to system operators and owners on security requirements, so they won’t try to bypass security settings.				x		x

						R.111		Equipment shall be retested after maintenance for its security capabilities and the presence of any malware
[Apply to BIA level 4 and 5]				x				x

				Security Design

						R.112		The ICS system shall include setting limits to ensure that no setting changes can exceed these limits and harm the equipment.		x		x		x

						R.113		Default initial settings that “do not harm” shall be used for ICS systems, if no explicit settings are provided or required.		x		x		x

						R.114		The ICS system shall reject any compromised or invalid data, while that event shall be logged and appropriate entities (people or systems) notified.		x		x		x

						R.115		The ICS system shall detect internal errors and failures, and shall enter a default “failure” state, which may include limiting functionality, restarting, or shutting down.		x		x		x

						R.116		For ICS systems of new provision sensors shall be included in the ICS system, to monitor critical status and measurements of the controlled equipment, such as switch status, component temperature, speed, vibration, flow, pressure, etc. 
[Apply to BIA level 5]		x						x

						R.117		For ICS systems of new provision hardware or firmware designs shall prevent software applications or settings from harming these hardware/firmware components. For instance, hardware switches or sensors shall prevent the software from running the equipment if it would overheat the equipment or while critical self-check operations are taking place.
[Apply to BIA level 5]		x						x

						R.118		ICS systems of new provision shall contain secure firmware or hardware memory for passwords and other embedded private or confidential information that is encrypted or otherwise secured against unauthorized access. 
[Apply to BIA level 5]		x						x

						R.119		The settings that can be changed remotely shall be limited to those that do not impact on health of the ICS system or other related equipment. 
[Apply to BIA level 4 and 5]		x		x				x

				Secure disposal or reuse

						R.120		Any device containing storage media shall be verified to ensure that any sensitive data and licensed software has been removed or securely overwritten prior to disposal or re-use.				x		x
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